
Here are some terms that are used by 
scammers: 

Phishing: Phishing is an attempt by an 
individual or group to solicit personal 
information from unsuspecting users 
by employing social engineering 
techniques. Phishing emails are 
crafted to appear as if they have 
been sent from a legitimate organiza-
tion or known individual. These emails 
attempt to entice a user to click on a 
link that will take the user to a fraudu-
lent website that appears legitimate. 
You may be asked to provide per-
sonal information such as an account 
username and password, or account 
or social security number. Don’t do it! 
Just delete the email. 

 

 

 

 

 

 

Telephone Spoofing: Caller ID spoof-
ing is the practice of causing the 
telephone network to display a num-
ber on the recipient’s caller ID that is 
not the actual number that is calling.  

Spotting an  
Imposter: 

Scammers Pose as Friends,  
Family and  

Government Agencies 

WALLA WALLA  
POLICE DEPARTMENT 

54 E. Moore St. 
WALLA WALLA, WA  99362 

Phone: (509) 527-4434 
Fax: (509) 525-5057 

WALLA WALLA COUNTY  
SHERIFF’S OFFICE 

240 W. Alder Street, #101 
WALLA WALLA, WA  99362 

Phone: (509) 524-5400 
Fax: (509) 524-5480 

COLLEGE PLACE  
POLICE DEPARTMENT 
625 S. College Avenue 

COLLEGE PLACE, WA 99323 
Phone: (509) 525-7778 

Fax: (509) 529-7926 

It can make a number appear to come 
from anywhere, including government 
agencies or businesses. A fake phone 
number and name can be displayed. 
Used on a cell phone for text messaging, 
it is called Smishing.  A cell phone call or 
voice mail is called Vishing.  

 

Walla Walla County  
Crime Victim Services 

54 E. Moore Street 
Walla Walla, WA 99362 

509.524.4526 

Scammers are sly, shifty, ap-
pear very nice, but can be-
come very mean on the 
phone—just hang up. 



It’s easy to think “It couldn't happen 
to me.” But scammers know how to 
get around our better judgment. 
They play on our emotions or prom-
ise big payoffs to get us to act. And 
many use the names of government 
agencies like the FTC, FBI, IRS, trusted 
companies (your bank), or friends 
and family to get us to buy into their 
schemes. We may not be able to 
spot the imposter until it’s too late. 

The Federal Trade Commission (FTC), 
the nation’s consumer protection 
agency, wants you to know that 
scammers are posing as people, 
agencies, and companies you know 
and trust. They may use phone calls, 
emails, letters, faxes or even text 
messages in their deceptions. To see 
past the disguise, you need to be 
alert to signs of an imposter scam: 

 They want you to wire money 

Wiring money is like sending cash; 
once it’s gone, you can’t get it 
back.  

 

Don’t’ send a check or money order by 
overnight delivery or courier, either, or pur-
chase a Green Dot Card and give out the 
number. And don’t deposit a check and 
wire money back—the check will turn out to 
be a fake. Scammers tell you to use these 
services so they can get your money before 
you realize you’ve been cheated.   

 They want you to pay to collect winnings 

Legitimate sweepstakes don’t require you to 
pay insurance, taxes, or shipping to claim 
what you’ve won. Scammers pretend to be 
with banks and well-known companies like 
Reader’s Digest and Publishers Clearing 
House to make you think it’s the read deal. 
No matter how convincing the reasons, 
never send money to claim a prize. 

 They claim to be with a government 
agency 

They may try to get you to send money by 
saying they’re with the FBI, FTC, IRS, U.S. Cus-
toms and Boarder Protections, or the U.S. 
Marshals Service or your local police depart-
ment. They might even use the real em-
ployee’s name and call from a Washington, 
D.C. phone number. But it’s a number 
they’ve faked. Contrary to scammers’ lines, 
no federal government agency supervises or 

 

runs sweepstakes. Similarly, insurers 
like Lloyd’s of London don’t insure 
the delivery of sweepstakes win-
nings. 
 
 They claim to be someone you 

care about 
 
 You think it’s your grandson calling, 
panicked because he needs you to 
wire money to help him fix a car, get 
out of jail or a hospital emergency 
room, or leave a foreign country 
without the rest of family finding out. 
Or a stranded friend emails and ask 
you to wire money overseas. In real-
ity, it’s a scammer who sleuthed out 
your grandchild’s name, or hacked 
a friend’s email account. To make 
sure it’s not really a loved one in 
trouble, call a number you know to 
be genuine, and check the story out 
with other people in your circle. You 
can also ask the caller some ques-
tions that a stranger couldn’t possi-
bly answer. 
 
 They want you to act now 
 
The key to successful imposter scams 
is getting you to send money before 
you find out who’s really on the 
other end. The more time you have, 
the more likely you’ll figure out it is a 
scam. Resist pressure to act immedi-
ately. 
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